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(54) KEYBOARD DEVICE HAVING SECURITY FUNCTION AND METHOD THEREFOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a keyboard device having a high security 
function. 

SOLUTION: A ciphering/decoding circuit 6 and a ciphering circuit 10 are 
provided for a main body 1 and the keyboard device 2. The keyboard device 2 
waits for the input of user ID and a password from a key 8 with the power 
supply of the main body 1 . When a user ID is inputted and it is transmitted to 
the main body 1, random numbers for message-compressing the password are 
transmitted from the main body 1 to the keyboard device 2. The keyboard 
device 2 message-compresses the password by the random numbers and 
transmits it to the main body 1 . The main body 1 compares the password which 
is transmitted and message-compressed with the password which is message- 
compressed inside and certifies a user. An open key is transferred to the 
keyboard device 2 and a cipher key used for session is transmitted from the 
keyboard device 2 to the main body 1. Then, session is executed by using the 
open key hereafter. 
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■fe y i/ a > fT O o 




(2) 



WBBT 11-39082 



[«»*B2] tME*#©«iB«A«l::, ME**M::*tb 

rmm ^cq/\°x 7 - F £ HHfft; b t bio t £ c t * ^ifii 

<h-rs»*JB 1 ICEfStf)*-*- FJgfi. 

19 E#^M«T S ft OiUff £ Bff^fb b Tff 5 fz ® <D 
KEtt©*-#-FSB. 

[»*a5] S9E^-*-HS«fcftr©A*fe«i^*^ 
#-FfiB. 

&ytmmz^misT, mm^mzmmr^c^wmt 

[W** 7 ] fuE*-tf- FSB<D«ffs***IJr£<BWM 
A^J fcfrfcfc^ d t\z£D HuEfi-^ SrHSf^fb-T S ~ch£ 
f itT5 d £ ^#iS[i:T^ii*^ 1 trESctf)*-*- F 

Hffl^Dir^^chME^^b^^^-^bbT, *g 30 
tc^^T £ ft ^ <fc 3 K: S A b £ £ £ T£ Bt*3B 
l^E«6cD^r-#-H3SB 0 

^^b^^il^(7)S[i^^-H^. BffEm-^^BSf^ft-r 

\ztZA^tzc\£%^T^<Dm^*ft?c\£%!&mt? 
Z>m$tm 1 tcE«<D*-#- FKB- 

l^ti^^--^-KgSi:ttlE*#^^^^ilffc7)tS^ 
Sffij$tSJSt»oT, 40 

fa e k m m r £ ft n * \ t -r s a t- ^ 7 £ , 
B&^b$nfcfflE©#*siffirsA^y^«t^«x«)c: 
£ t-f% 3 > t 8 zl-^ t f mm t <d 

[»*3S1 l] iIB*#^)lffiAti:, fflfE*fftr*f 

bTfl9E3>t!i-^3SB<75flJffl#(D/1A7- KSrB&# 

itLTmm-rzct&ft&Lt'tzffi&mi 0 ice*© 3 

limm 1 2 ] hJE/IA?- H$A*bfcttfE?Uffl*^ so 



ME^frfe^TIEa^iJffljStS^tBffi^nfc*^^, 
WE*#^2l«T««^<03l<i*PiF#fkbTfT5fc«)<D 
«P^«ftSBE*ff tcSUST S - <h £#a<hT 311*3! 1 
1 ^E«t©n>tfzL— ^*#<h^-^- FgfitOM© 

3] 85Eie^»«BaE*#*^j3i«$nT# 

fca»»(cS^iTi*^bbTWE*#^SIfiTSC:<i: 
2«cE«©r3>tn-^*flc<fc=^ 
KSBi:©|B©a(B©aiW«J?»ffi. 

[If*li4] strE=ir-#-HfiBtc<nr«)A* 5 b*^« 

€«Mt-iilffl-rsc<2i*«rai:"r^W*Sl 0twE*O 
a>bT3.-^*#i:^-3B-HiSBi:©W<z>a«ro«« 

5] «9E*#fc3im-rs«^©^<i:fc- 
WS3tfl^^««bT, flfE*#tc&fflT*£££4*« 

H8Bt<0HI©H«©ttl*«Rf*ffi. 

6] MfE+-3p-K«B<o»fP#**Bf«©«p 

ha* srfT^^i ^tcj;^ mmm^^m^itT^ z\ t 
ft. 

[0 0 0 1 ] 

HSBW<oai3©«aB<S6«p*ffi^B8TSo 
[0 0 0 2] 

[0 0 0 3] b^b, fOEItlt)*tfa7-aAA 
^gT?&§^-3p- K3SBfCO^THS^tt^««)Tfi 

i^^3g«T*s. «rtc, 5^a^ h^y^-r zf<o»mm 
c:::^^n^{f^^^^^Tt&^ffibT^7tT 

3&«ifiT*0, »fftt3&^feSSS^*€r$$i^S<i:b 
(^-#-K»BO^--^e»A»$tl^m^$:^BB^e> 

[0 0 0 4] i7ft ff*®*-#-H8IIRtf/^V 



3 

#-F5S«T»*. 7 3HBtS:8atSy-^t» 
7 5^*0, :CT*-*-HSt7 2©*-7 7§ff 

-rc^tCcfc^T^^n^^ (x^n- f^o co^^ 

£tU ^-#-Hfflyn-fe^1t7 6t^-*-Hgi7 

to (*-#-FS« 7 2^e»/i-y^n>bra.-^ 

JlO >tfi — 7 V>F\ HS 

§7 2?&^©fi^>' | j7^tcesi$nso *-#-f 

mm 7 2lZ\Z*<- 7 7JkU±X d P/Wt'¥teE<F>^--V%: 

D^*7/^*T$n£^>y°7 8j&t»§. *-7 7 30**T« 

- Hi^nt7li-7 6 t:ioTfi^nTy-7^7 3 
^31LTA-V^m>h°^-^^7 lCItli^n 

[0 0 0 5] 

f> &mwt-?z>mm7n±yv (i7^^-FM 

[0 0 0 6] Lt^U £<B«^l;:fc/1A9-F&£©A 

[0007] ^t, ^^;i/-^^cD^tcis@$n^/N° 40 
-vi-)vny^iL-^tm^^m^(Dm^K\z^^ 

[0 0 0 8] 

t«H£»»TSfc«)<D^a3 F 
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[0 0 0 9] Sfc, *56WKJ:*«ffi««r;£JStt* 3> 
[0 0 10] ±iH*«M©«fiE^J:n«, 3>hT^L-^ 

[0011] £tz, zi>\z^-?mwi)mmisfzytn 

T\ t<C, fij^#{*^x — +F I D — FCDA^J^: 

tg l r 3 > t? - ^ go*:* tc mm -r & * 3 ic-r * - £ 

[0 0 12] ^(7)^^(1, ^ — KSB^e»3>tfi 
[0 0 13] 

Elite, #3e91©*-#-K3£« 

f *ue ^ a -b ^ it 5 ^ * cd «g^e m m t - « w- s n t i> 
*mmmmz&\,*Tfc. miz. ^mtym^m 

*cDt^T^-S^-^-F^y > D-fe^lt7, +-8, R 

zs^y^^^m^^mz, ^wio^t^ 
So /1— y^-;i/3>tri— icKttsn-SBiF^Ht 
/»mtis\ts 6 fs« 2 ^t8^e»nsnff# 

ftiHiKio«, /t-y^-;u=i>if J .-^*:flci 

- Fg« 2 iiCD^T^-y;!/ 3 ^bTfei^tlS^- 

(x^-F) §§efftts^8S)©fe 

A— y^3 >tf3. — 1 F 
*3 , - y ^ 3 co £ £ ^ ^ JSKS 0 ft 6 tit ^ 

[0 0 14] ^e*5, /N°—y^;l/n >h 0 a.— ^^i* 1 c7)^ 
x Fy°air^it4te, A-y ^-;U3 >tf zt— &<o— 

- H8« 2 ^ ^>ji^nx< S^F-^^^TIf ^^^i*C0$» 
S^n- F^tC^UT^A h7°U-ty*]r 4\zm-t'i9t 

<tcD-T >^-yx-A^fT^ %<DT:$>^>o 3j^— FS 
■ 2«+-*-Hffl^Pt^ij-7H +-8t?4SSn 
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tzmn*. v^n>tf 3.-^**1 ©^-^-h 

£\Z&-dXX1i=E- K*^£'5Vi-5ttffitC*S^S:^T 

[0015] ^mm&mxtz, /u7-h^^-*-f 

TliS. ZKDgU&teA— V^-;l/n>t:zL — 1 

lct>, FK«2te, yi^7-H€ra*T^yfe 

-yElSLTlit, /N°-y^;i/Zi>t D zL-^^2^ 

TJ£*g b fc AX 7 - F £ £J£ffi $ tlfc £ £ (BttffiT Jt« 
T-5o 20 
[0 0 16] A 0 X7-F£*-tf-F^g2 7^A^T 

/^-y^i/zi>b o a.-^*#: i mj,mzy-^)v 
m%mmmtimxt^<D'v. m^Mb^itLxmmr 

[0017] ^mMzmmLT^cDm^kiz&mtem 
&m-DX$m<Dmm*ffz>* mnm^mmt^nxmm 
[ooi8] wasaABS^ct^ttw^, *-#-fk« 

2 teAX7- F^)SAf^^Itfd:^o cn^A-v:*- 

*a»fliRiRftc^«s-frs«©#ST*ans. cc-e 
/t«-v^3>hr3.-^*#ij:t)a«snfcajR 

<h£CDAX7 — F*ffl*^b-&T, mZ-lti* MDSKS 

tfi— i tc^ffi^n^o /i-v*-;io>t?i-* 

^lT1i^C0M^^WgB^[W|«tCUTffiffi$nfcA o X so 



6 

7 - K ^<hT^t^iJfflMtT^^ d £ 

A-v^;io>tf3.-^##ite 
H3SB2tt^l(Z)4iBB«ic < J:D, :0t7 ~>3 >tc^fflf 

n«i*fct*-#- HSH 2^6 (om\ti^-$ tt^TBt^ 

fbLT/l— V^-;p3>tT3. — ^^KziHtHTSo ceo 

3. — 1 75^©t7y3 ><B»7£fcte— ffiPSMA 
*^j:^*(c:cfcS«JBftcJ:0jBI»$n, *-#-F3£« 
2«^r/A7v7-H00A^^^^^^o cnecopf^fb 
omffclttx h7a±yV4(Dm%(DTlzftt)tiZ> 0 
[0019] MD5W yll — iS&mi&Ofr—Mzm* 

©H-tt^Si^5t*TiRI»$nSo ^tcH^ml^^-^ 

©KSE©^ai:LTffll^n*t)COT*So MD5<01¥ 

^mnT^mmm^mx^^^xr^m^mM^nrz 

TNetwork Working Group, Request for Comments: 
1321, The MDSMessage -Digest Algorithm, R.Rivest, 
MIT Laboratory for Computer Scienceand RSA Data Se 
curity, Inc., April 1992J 

A- > if^-^** 1 ffi!jj&M5&ffi«£» 
*-#-FSB2lC#bT^IIB»£SfflT*o 

mx&%<Dxmzm^nxbr$m\z^£{,t^K 

t^a-nRtes 1 2 tfy f*sm3, '£mm\*3 2 tr^ f 
« a & <if <o {i w» 

[0 0 2 0] 02H *^J6»ffiCD*-^— Kg«<0« 
7°D-trv1t) 7, S^PfiP^blslK 1 0^e>^So ^—8 
«&XffiS«l:YjSS'r*-r/!:J6©i3JI9 2 0, 2 l#ft<* 

nri^e 8<Dii-rn^io<7)^— ^*¥$ns«i:, 

CCOIBS2 0, 2 1 (^{f ^-^^tn, *-*-HCPU7 
\z, »T^nfc+-©XSBfi«(!:Yififti&A*t 

[0 0 2 1 ] +-#-FCPU7ll ^©XSSffiBt 
YBBfitOA*SS»tt, »T$nfc*-^»«>T-6 
fS-^^fsj^^ig^b, /N°-v^;i/3>ti^-^^i iz 
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OTfflMffbbT, *-#-KCPU7l:gLT, 

[0022] mmtmts i o hcpu7t4 

^bt, Bt^bUKi o^^opg^btc^^pg^ii^ 

^CD^H, *-#-F3£«2rtfc:iS^{blEl&l 

[0 0 2 3] ^^T, *^JS^88Ttt, *-#-KCP 
U7 <hBfiF^blHlK 1 0 £&mffite£Tm*bZ>fcti\sT+ 

[0 0 2 4] -r^-fe, ^— H 

C P U 7 £B|HHblHl& 1 0 <0R8<DK«Ui*- 8 ©ff 

mm^%izmfimu^&?iz^z<DT:&z> 0 
[0025] m3\t. ^^mmm<D-m^>mmya— & 

^A/^£^_t^££, /^-y^An>t*3.-^;£f£ 1 
£ 0 rtMt^fc— K<hti. /t— V^3>tf3. — 1 <h 

tin.— »f I D 7" H^AA^ i&^o 

19 3 icte^nT^fc^a*, Hg« 2 

s^ff t>n-r, +-#-Fgi2^60ff^Kn 

[0 0 2 6] £?\ +-^-H»«2^e»3.-if I 

A*$nfce», if 1 D^pf^fb-t^rtcttig/N 0 - 

v^;uzi>tfa.-^*<*:itc:ii(astis. /l-y^MUin 
>h!jL-^*flciTta, otitic*: 0, a— ifS»©«K 
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-5>fc»Jc. A°-y:J-;i^ >b°^--^*# 1 fflW>sSLS£ 
*-#-KS«2{CSIffl"rS- +-*-Fgi2TO2 
— tf^AALfc^A 1 ?— H<h/1— V^n >tfi— ^* 

MD5) tCJ:Dffi*gLfc>^-fe"V^/N 0 -V^-;i'3>tf 

ifljTta, *-#-Kg«2^£smsnT£&*y-ir 

^TI^U^ (CCTH MD5) TE8lfc/U9- 
[0 0 2 7] /1-V^-;P3>bfzL-^*#lftIT*iJffl# 

y^-;u3>bfj.— ^*flc 1 izm^n&^—^om 

* — F3£«2 a>e>/i— y >tf i — 1 \z 
[0 0 2 8] /I— y^"JU3>bfzL— ^*#l3&^e 

y-^^3>h:^L — 1 doMdtiT^o /I— y^-jp 

-tZ> 0 IT, £«S, +-^-Fgl2^f>I[ii$n^ 
^-^te, £<BDES»lC«fcDl*^fb$nfc5 i -*£ffi 

ffi-r^ 0 ^-Fgl2H /1— y^-;un>tfi— ^ 

*#1 ^Mt^T-^^DE SttT1«^{bbfta*£jit 
fiU /t-y^zi>tf3.— Mft£nT< 
^^{b^nfc^-^^DE s«T«^L^^e>/t— y 

[0029] ft*5, ±E-a©ffl3a«, /t-y^;i,3> 
/a^bmK6, w+-*-Fgi2w-*-F^ 

[0 0 3 0] i4H ^r-3p-Hfi«fiiJ«>-a©«l31€: 

TiWAn^niit, /1— y^;i/n>t?^— 1 

(c^r-y;i.3T«ttSnfc*-^- Fgf2 
«ASft* Ufy^Sl) o MAmsnsi:, * 

ff5 Uf7yS2) . +-8*^l«^-KS:H^-r 
£Jf^a*&i>*&KW:, A^^y°S l 2 twit*, il^^E 
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[0 0 3 1 ] Xt7^S2T, 8^6Pt^^E— K£ 

it 7 HS« 2 tf I DMVU7- H© 

A*^«S8^TSo n.-if I 

[0 0 3 2] ^43, /U7-H^»M^:LT, 7^ io 
7— H^A^^-HTfeS^cOct^^, jl— tf(c«K& 

Fgi2 ^t^C0 3fS0)^^>y9^O 

fct^— KS^j , rtsc^A^^j zn^(D 

7>79\$, /\°—y^;io>h 0 ^ — 1 MfrZOffi 20 

^SrSfrtT^-*- FSB 2 rt<z>*-#- y°nir ^ 

C<hT\ /U7 - H©SA?&^Sf«i:ttffitC*SCi:«:ftI 
£>i*£ C^if, ^-V^lO^i-^ttlCD* 
^fflt:«, /I A 7 — F©jaA3&^S^:«j|^»-51f© 

[0 0 3 3] £<Dft7£<D&Mffi^t)mnik : £-\ i £lft><D 
&&\z&*kVte^£o\Z'TZ>\z\Z, HS«2«J 
T*^>y9©^>^«JB^*^fc»^trtiHli#T 30 
fc<, fii^frBSM (0. 5fJ>e<ii) T^bT^TT^ 

[0 0 3 4] XryZfS 3ta- If I DStf/U7- K 

A*^-6«ffitcA§^, y->ezL-if i Da*A*$ 

[0 0 3 5] /U7-HAM^<!:^ 
0, tf^<B©/1A7— H©A**^o :i— it>b 
/U7-H^A*$n«»i:, Kg«2<0*-# 

T/U7-F4MD ST^y-fe— xJEEttL, yi— 

3>bro--^^^ 1 \zmm-?z> (Xr7^s6) . /\°- 
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[0 0 3 6] K3SK2flijTti, A°-y^n> 

\L=L — *?^fc tf I Dt/U7-K©-St^ll 

S7) , -iLT^^^icM^M^mt: 
it. AT7^S3t:loT, Btfa-if^^cDa- it* I 
Dt/lAy— K(DA*»-fei:*:-5« A-y^ 
;U3>tfi—^*#l octets, A^^n/ca-f I 

[0 0 3 7] Af7yS7T\ A 0 -y^;l,=l>tf^-^ 

^fcte, ^c/n 0 — v±;vn>tr 3.— 1 ^e>DE s 
0Dflg-^ig£^-#- KS«2^e»2Hi"r5fc«e>©^Mft 

Jbn5flfiHt«£l*^bU ^-^-Fffiyn-fe^it7 & 

[0 0 3 8] ^-Fgi2T1t ^-^-Hffl^n 
iru/it7^a»^^b, ^ni:J:0DES©iiSt»* 

m$u /N e -y±;i/^>tr^-^*:^i^6M{f 
^fc^B8MTie^bbT/t-v^-;i/a>b:3.-^*#i 

d e s <e>bsmi«£«# Lxmmt/mmtm^ 6 

mt/'&mtmn 6 ch^-^- fus 2 ©»s^t:iiiK 1 

1 \z*—$- ks« 2 ^ zmmtztitzT- 
#&mmznz> uf^^s 10)0 

[0 0 3 9] ^l— if I D<h/\ 0 X7-K£ffl(/^cA°--y;h 

7f7^Sllt*H t7'>3>*»7t 

Xf7ys 3tcmoT^cD-trv>3> ; £fTO^d6, S 
^, ^--it I Dth/iA^-KcoAAW^^^So Xf7 

7°s 1 iTir^> 3 ><DmTm^^nr^m^iz\t, 
7f7^Sl 0^f7^S 1 loiiaojiit, 
Bff^k^nfc=^-A*S:/i--v^-;v3>tf3.-^*flci 

[0040] ^mmmm\z^x\t. ^-#-Fg®2 

^f>/t— V^;b3>bfi — 1 tC/^A7— KSrigS 
^-y^-;H3>bfzL-^^lffiiJ^6^LS^ffi 

^Tuf^fb^froTi^o -mz, mmtizmhrm^ 
• mmt&'&mzteztf* ccDm^m^miz^m-r^ 
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[0 0 4 1] ^t, ^Ifitii, ioorai*^^ 

Z> 0 #fcMX\ZJEM (/U9-H) &a^Tt^©1?S 

#<h*^a±*£^\ cn^&JSLT^Afcte/i-y^ 

>tf ol — 1 Rtf^— H3S« 2 ©»&CDig 20 

[0042] z\nt, n-^ji-)V3>\i^-^ifWi t 

[0 0 4 3] &43, Si^)5:t)©i:t5fcJ?)l:, ^ 
-^tt«l^.«5 6 tf y h<0Airy hTTSiaJb, 

%o *-#-FS«2te, ^-y^-;i/n>tf j.— 
i ^ e>iifi$nT < £&M«£ffl utd e s cd§|£*x 

F^An^AA£co^iE^Tt3tiA^J:3tc-r^^^tr 

[0 0 4 4] 0 5te, #*ffi«ffiT*-#-Ffi«a>e> 
a°- y ^ a > tf zl - ^ £ mm £ *i 3 -r— 9 com®. 

zmmTzm-vfoZo *-zf^Fg«2*>stew*fr« 
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[0 0 4 5] 0 5 (a) mmtZtltz 5 6 f y h CO 
[0 0 4 6] CO^^tC, +-*-Hgf2^6^» 

M HTB&^b $ ntz 7- # £ a 6 - y > fc° ^ - ^ * 

fit, W*^—^^*nTl^«-&<7)*^»f5£CD 

H3SS2^e>/t— y^-;i.ri>tf3.— l^co^ttf 
[0 0 4 7] 05 (b) «U 05 (a) ©5 6fc?^hco 
«J«£^-fEIT*So ^{bfuCD^-^^H. ^-8 CD 

i^^<mM^mx^^ntzmM(o^-^m9 \iy f 

CO 9 tfy F©^— ^^=fifiSAfe©^S^€:^"f 1 f^y F 

"1" T»S«-&tC«, ^(ms<5 i -^n^r*^: s b© 

T**5CtS:^U :077^ "0" T l ££^tC 
^ toT, 5 6 tfy hWRS^fb^— ^^rfi^b 

x, "i" T&ntf^:©^— ^^**T?*^>©"tf7 ? — ^ 

[0 0 4 8] ^fc, 0 5 (b) OBf^fb«9&«>li«a^ 

y^-;ua>tf^-^2|s:ff ifflTfc, Ez.\z^UU^-^ 

-#mmznx^&mm&&&rc\£tfx£z><Dx\ 
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